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1. Background
The following instructions explain how to configure Windows XP to connect to Eduroam at the
University of Sydney. Once configured, you can then connect to any other participating Eduroam
institution in the world.

2. Before you start....
2.1. Check that no third party wireless configuration software is installed on your machine. One of

the most common wireless configuration software packages is the Intel proset tools. Third party
wireless software packages will not function along side the SecureW?2 client. In order to check
these settings you need to ensure your wirless adaptor is enabled and follow the steps below.

a.

b.
C.
d

®

Open ‘Start’
Open ‘Control Panel’
Open ‘Network connections’

Identify your wireless connection which will usually be named ‘Wireless network

connection’

Open ‘Wireless network connection’
If you see a message in this window as shown below you need to remove or disable the
third party software package to allow windows to manage your wireless network.

(i Wireless Network Connection

~Metwork Tasks

g Refresh network list

2 ;
< et up a wireless network
for a home or small office

~Related Tasks

jﬁl Learn about wireless
networking

ry Change the order of
preferred networks

=.‘aj,~:- Change advanced
settings

o x|

Choose a wireless network

Click an item in the list below b connect to a wireless network in range or to get more
information.

‘Windows cannot configure this wireless connection

If yvou have enabled another program ko manage this wireless connection,
use that software.

IF wou want Windows to configure this wireless connection, start the Wireless Zero
Configuration {WZC) service, For information about starting the WZC service, see
article 871122 in the Microsoft Knowledge Base on the microsoft,com Web site,

The removal of the software can be performed by opening add/remove programs from
control panel once you have identified the software installed on your machine.
Inexperienced users should seek assistance from the ICT Helpdesk before proceeding
with this step as wireless adaptor drivers may need to be reinstalled after the step

above is performed.
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2.2. Ensure that the user account installing the software has administrative privliedges. If your user
account does not have local administrative privledges there are two options:

a. Request that an admistrator installs the software for you using an account with local
administrative privledges.
b. Promote your own account and install the software using your own user account.
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3. Installation
3.1. Using a web browser, download the USYD_SecureW?2_Installer.exe program from the IT Assist
website to install the client software on your PC:

http://itassist.usyd.edu.au/eduroam/USYD_SecureW2_Installer.exe

The application installer starts up and prompts for language settings. Choose English and click

Execute: SecureW2 _EAP_Suite_113.exe

| Installer Language x|
Show details
——————— @ Please select a language,
hs
I, I Cancel I
Milsaft Install Svstem v 44

“lase =antcel
At e ot | 1
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3.2. The SecureW2 welcome page appears. Click Next>

2 SecureW2 EAP Suite 1.1.3 for Windows Setup =

Welcome to the SecureW? EAP

O Suite 1.1.3 for Windows Setup
— Setup will quide vou through the installation of Secure'Wz
Secu rewz EAP Suite 1.1.3 For Windows,
It is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant system files without having ko reboot vour

caompuker.,

Click Mext to continue,

[ Mexzt = ] [ Cancel ]

3.3. The SecureW?2 Licence Agreement page appears. Click I Agree

7 Secure¥W?2 EAP Suite 1.1.3 for Windows Setup

License Agreement
Please review the license terms before installing Securewz EAP Suite 1,1.3 Faor Q
Windows,

Press Page Down to see the rest of the agreement,

| Securewz Eap Suite, Copyright (C) Secureiwz s

This program is free software; wou can redistribuke it andfar modify
it under the terms af the GHU General Public License as published by
the Free Software Foundation; either vwersion 2 of the License, ar
{at wour option) any laker version,

This program is distributed in the hope that it will be useful,
bt WITHOUT AlNY WARRANTY; without even the implied warranky of
MERCHAMTABILITY or FITNESS FOR & PARTICULAR. PURPOSE,

w
If wou accept the terms of the agreement, click I Agree to continue, You must accept the
agreement to install Securety2 EAP Suite 1.1.3 for Windows,

< Back. “ I Agree I [ Cancel
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3.4. Ensure that the TTLS component is selected, and click Install
7 SecureW? EAP Suite 1.1.3 for Windows Setup

Choosze Components
Choose which features of Secureh'2 EAP Suite 1.1.3 For Windows wou want to install, Q

Zheck the components wou wank ko install and uncheck the components wou don't want ko
install, Click Install ko start the installation.

Select components to install: TTLS 4.1.0 =S

[Jetc1.1.0
[TreEar 1.0.0

Space required: 3.6MB

[ < Back ” Instal J [ Cancel ]

3.5. In the "Username" field, enter your Unikey followed by “@usyd.edu.au” (e.g.
johndoe@usyd.edu.au). Note: This is not necessarily the same as your university email address.
Enter your Unikey pa: rd_and re-enter for confirmation. Click OK

< SecureW2 1.3 for Wind S
Mg Socurew2 Configuration x|
Flease

Execut :

[ SecureW?2 B

Please enter wour credentials:

Profile: | eduroam

Username; | unikey@usyd.edu, au

sk

spergepenfeogefe
Re-enter Password

Dammair

Password: |

Tl siafE Ir Ok I Cancel |

= Hark: | ek | ancel |
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3.6. The installation completes and requests that you reboot your PC. Click Finish to reboot
<2 SecureW? EAP Suite 1.1.3 for Windows Setup BE®

Your computer must be restarted in order to complete the

[—
Secu rewz installation of Securetwz EAP Suite 1.1.3 For Windows, Do

wou wank to rebook now?

Completing the SecureW?2 EAP
Suite 1.1.3 for Windows Setup

(%) Rebook now

{31 want ta manually reboot later

Note: If the local user account used to install the software differs from the user account using the
secureW?2 software the you will be prompted for your unikey credentials the first time you try
to connect to eduroam as shown below. Ensure you click the save password option so that

you are not prompted for the information again.
]

\ &

SecureW?2

Please enter wour credentials:

Username: Iunikey@usyd.edu.au

Password: I (TITI T T

Lamain: |

¥ sSawe user credentials

(0] 4 I Cancel
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3.7. If you experience an error during installation such as the error shown below please check your
local permissions as explained in point 2.2. Known errors 110, 7, 116, 117 are all related to
insufficient permissions.

Inztalling
Please wait while SecureM2 EAP Suite 1.1.3 For Windows is being installed.

Execute: CHDOCUME~1)sjunatiLOCaL 510 Tempt W2 CPlugin_¥P_SPZ. exe

Showw details

SecureW?2 Install Error @

@ Failed setting S3I0 configuration (7)
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4. Proxy Settings
Using Eduroam whilst on University of Sydney campuses will require you to use the University proxy
servers, similar to most wired connections at the University.
This setting will affect your internet settings when you are on a different network from Eduroam,
and may need to be removed for other environments
When using whilst travelling to other Eduroam institutions, you do not need to use the proxy
settings.

4.1. Configure the proxy settings under Control Panel> Internet Options, and click on the
Connections tab
Internet Properties )%

General | Security | Privacy | Conkent | Connections | programs | Advanced

To set up an Internet connection, click

Setup.

Dial-up and Wirtual Private Nebwork settings

Choose Settings if you need to configure a proxy
server for a connection.

Local Area Metwark (LAN) settings

Lan Settings do not apply to dial-up connections. LAM settings

Choose Settings above For dial-up settings.

[0].4 ] [ Cancel
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4.2. Click on the LAN Settings button.

4.2.1. Check the Automatically detect settings box

4.2.2. Check the Use automatic configuration script box

4.2.3. Fill in the Address field with http://www.usyd.edu.au/proxy.pac
I ao)

Local Area Hetwork (LAH) Settings EJ I

Aukornatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable autamatic configuration.

Automatically detect settings
IJse automatic confiquration scripk

Address | htkpe e, usyd, edu, aufproxy . pac

Proxy server

H lse a proxy server For waur LAR (These settings will nat apply ko
dial-up or YPM connections).

Ok, l[ Cancel ]

Local Area Metwaork, (LAR) settings

LAM Settings do not apply o dial-up connections, LAM settings

Choose Settings abaove Faor dial-up settings.

Ok ] [ Cancel

4.2.4. Click OK, and OK again to close the Internet Properties window
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